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JiInyHoCcTb/ BpeaoHoCHbI BpenoHOCHbIN bakpop/ TaunckBoTTUHr [lakeT BHYTpMU bomba
COLVH)XVUHVUPWHI Kopn, Kopn, malware KONU3un navniavHa 3amMepnJIeHHOoro
nencTeuns

PazpaboTka Kommut 3aBUCMMOCTU Cbopka 3arpyska cnonb3oBaHue [lpopoakLueH



. DevSecOps — BoBneYeHNE B NPOLIECC 0becneyYeHns
Code security — 3alinTa Ha ypoBHe Kopa 6e30MacHOCTI MPOEKTA BCEX, KTO y4aCTBYET B pa3paboTke

Application security — nHcTpymeHThl, NpoLeccol, best practices Supply Chain Security — BoBnekaeT B NpOLIECC BCEX,
B 06nacTn b1U3HEC-PUCKOB Ha YPOBHE MPUNOXEHNI KTO y4YacTBYET B pa3paboTke, B T. Y. A0 1 NOCNE HEE




O6nacTn BHumauua DevSecOps
n Supply Chain Security

*  Punsunyeckasa n BMpTyanbHas 6€30nacHOCTb OaHHbIX
* lpeHTudurkaumsa n nokanmaaums OaHHbIX

o YNpaBneHne 1 «LLEPUH» OaHHbIX

o MoweHHn4ecTBO 1 ppoa

e (n)rd party



Supply chain security is a multi-disciplinary problem, and requires close
collaboration and execution between the business, customer support and IT
organizations, which has its own challenges. The companies that get this right

start with IT and a secure multi-enterprise business network, then build upward

with carefully governed and secured access to analytics and visibility capabilities
and, from there, continuously monitor every layer for anomalous behavior. , ’

Marshall Lamb, CTO, IBM Sterling



ABTOMaTM3aLMa U MHTEerpauva —
Kno4un K ycnewHbiMm DevSecOps
n Supply Chain Security



DevSecOps c GitHub Advanced Security

Dependency updates Secret scanning Code scanning
MOHUTOPWUHI UCMONb30BaHUS ObHapyxeHune naponen, CTaTU4YecKnm aHanms KoaoBou
open source n obHapy>xeHune CTPOK MOAKIIOYEHNN U OPYroun 6a3bl C NOMOLLbK TEXHOOTUI
YS3BMMOCTEWN B BallEN KOOOBOW «CEKPETHOW» nHpopmMaumm n npasun Code QL

base B BalLUX PENO3NTOPUAX
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GitHub Insights

AHanns B3anmopencTens pa3paboTymkoB

KoHTpornb pa3sutus InnerSource

< Back to GitHub Enterprise

(} Overview

|._I| Key metrics

Code review turnaround
Time to open
Pull request size

Work in progress

=) Reports

£+ Settings

Teams: All ~

Repos: All v

Code review turnaround time

11 hrs on average
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Pull request size

124 lines of code on average

O Insights

[ Past 2 weeks: (Dec 26, 2019 - Jan 9, 2020) ~

Go to report Time to open

® Current period @ Previous period 2 hrs on average
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Work in progress

9 pull requests open

Activity overview

Showing activity during the last 1 week.
Pull Requests Issues

Pull Requests

2,229, =

Pull Requests Merged

1,807 + 2

Repositories All =

Commits

3,896 « 1

Top languages of all time

@ HTML 44.7% @ C22.9% @ Ruby 6.8%

Member contributions

® Python 5.4%

A look at member contributions throughout the organization

@ Jupyter Notebook 4.9%

JavaScript 2.7%

Where members are getting work done

Period: 1 week ~

Other 12.6%

Understand where your organization is collaborating and getting

work dane.

Cioda Raview

Commits

Pull Requeests
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