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loT-cepBucsbi Microsoft

BO3MOXHOCTU NOAKAOUEHNA N aHaIMTUKa

<N

LleHTp NHTepHeTa Beluen
Azure

[MopaknrouanTe,
aAMUHUCTPUPYITE K
MaclTabupyite MuanMapasl
ycTpoiicTe ViHTepHeTa Bellen,
nepeHoCs UX U3 NorpaHUYHOM
cpeabl B 0bnako.

Moazep>ka norpaHUUHbIX cpes 1
ycTpoiicTe

-

N
o’

Azure loT Edge

PaclwupeHve oxeaTa cpeacts
ob1avyHON U TPaANLMOHHOW
aHa/MTVKK 3a CYeT NepeHoca
pabounx Harpysok u busHec-
NOTVKKN M3 obnaka Ha
norpaHvyHble ycTpoicTea.

BO3MOXXHOCTU NOAKNOUEHUA N aHaNUTUKa

Azure loT Central

YckopbTe co3aaHue peLleHnid
NHTepHeTa Bellel 1 cokpaTute
3aTpaTbl BpEMEHW U CPEACTB Ha
yrnpas/ieH1e pelweHnamu
NutepHetom Bewlen, nx
3KCMyaTaLuioo U paspaboTky.

MoAAep>KKa MOrpaHNUHbBIX cpea 1
YCTpoOWcTB

o

Azure Sphere

bezonacHocTb noakatoueHUs
YCTPOWCTB C
MUKPOKOHTPOANEPAMU — OT
MUKpOCXeMbI 40 obnaka.

MoaaepKa NOrpaHNUHbIX cpes, 1
ycTpoWcTB

o

Azure Percept

Accelerate edge intelligence
from silicon to service.

Moazep>ka norpaHUUHbIX cpes 1
ycTpoiicTe

ﬁﬁ-

Windows loT

[onrocpouHas noaaepxka OC u
CNYXO6bl ANA yrpaBAeHns
YCTPOMCTBAMM,

BO3MOXXHOCTU MNOAKAOUEHUA U aHaNUTUKa

Azure Digital Twins

CozpnaBaiiTe pelleHVa HOBOTO
nokoneHua ans
NPOCTPaHCTBEHHOMW aHaIUTUKK
MHTepHeTa Bellen, penivumnpys
peanbHoe du3nveckoe
MPOCTPaHCTBO W co3aBan
NoAKAOUEHHbIE Cpeapbl.

MoaAep>kKa MOrpaHNUHbBIX cpea 1
YCTpOWCTB

A

Azure RTOS

MpocToTa NoAKAOUEHUS 1
pa3paboTku BHEAPEHHbIX
pelweHui MiHTepHeTa BeLlen.


https://azure.microsoft.com/ru-ru/overview/iot/#products
https://azure.microsoft.com/ru-ru/overview/iot/#products

Azure loT Hub -
AEeTanbHaa apXuTeKkTypa

&y Azure + Azure Stack Hub #CloudMTS
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Azure lIoT Hub:

Nmob6anbHoe MacwTabupoBaHue M UHTerpauus

 Munnuapgbl COOOLLEHWN

*  MwunnNnoHbl YCTPONCTB
 MacwTtabnpoBaHue BBEPX U BHU3
* MHorosasbl4HbI open source SDK
e 3anpocbl 1 3agayn

* Azure-moHUTOpP

OBYyCTOPOHHAA CBA3b C YCTPOUCTBAMM

e OTnpaBKa AaHHbIX U NONYyYEHUE KOMaHA
* YnpaBneHue ycTponcTBamm

* LndpoBbie 4BONHNKN YCTPOWNCTB

« 3arpyska ¢annos

* [lprnoputusaumna coodLweHnn

« HTTPS/AMQP/MQTT

End2end Security

* ABTOpPM3aLNSA Ha YPOBHE YCTPOUCTBA
C UCNO/Ib30BaHMEM CEPTUPUKATOB

* BO3MOXHO BKJ1/BbIKN KaXka0e YCTPOMNCTBO
NHAWBUAOYaNbHO

* [lopgpoepxka TLS

* [lopnepxka X.509

* |P 6enble/4yepHble NUCTbI

* [lonuTnkun obuiero goctyna

« (O6HoBneHne npowmnsok un MO

* [loppeprkka YaCTHbIX CeTeNn

 Defender gnga loT



Azure loT Central

Azure loT Device SDK -
3rd Party Industry specific sensors & devices
(RTOS, Linux, Windows, Android, iOS) —
.3 Edge Modules:
& * Protocol Adaptation
L6 ) * Functions >
Azure * Stream Analytics >
loT Edge * Machine Learning
* Al
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Secured MCU Secured OS Cloud Security

Azure Sphere

Azure Security « Integrated view for

Center for loT
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CISO & SecOps personas to review enterprise security posture, including loT solutions.

Manage

[NpocmoTp 1 ynpaeneHue

peweEHNneEM E

Power Bl Mobile Apps
.“
o) (&
PowerApps Web Apps

Business Integration

Connect to business apps & services

Dynamics 365

Office 365
3rd Party applications

* Holistic view of loT solution security posture for DevOps and loT solution managers to review and manage day to day security status



Azure IOT Edge Azure loT Edge

Ycrpoiicteo Azure loT Edge
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Moppepxka Linux X64 | ARM32/64 , Windows X64 loT-peweHns Ha Edge

[locTpoeHa Ha KOHTENHEPHbIX TEXHONOMNAX — «MOAYN» - TpebyeT oTKNMKa B peasibHOM BPEMEHU

MNopnepxkka Python, NodelS, .Net Core, Java, & C - lNpepBaputenbHasg obpaboTka AaHHbIX HA MECTe, Hanpumep
MoXeT ObITb CKOHPUIYPUPOBAHO Kak «yCTPOMCTBO» UK KaK gateway BUAEONOTOKN

Low-latency AMQP / MQTT data transport - VIHTennekTyanbHble CEPBUCHI MOXXHO A00aBUTb: MalLUHHOE

00y4YeHne, NCKYCCTBEHHbIN MHTENNEKT, aHaNnTMKa
ABTOHOMHbIE ONepaLnn: KPAaTKOCPOYHbIE 1 A0NTOCPOYHbIE
TpaHcnauua NnpoToKona 1 HopManusaunsa gaHHbIX

KoHpnaoeHUNanbHOCTb AAaHHbIX U 3allMTa UHTENNEKTYaNbHOWN
COOCTBEHHOCTHU

OSS and available @


https://github.com/Azure/iotedge
https://github.com/Azure/iotedge
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Mopynu Al/ML

-+ APl cny>0bl «Peub»

Cognitive Services, Bknio4vasn:

- Text Analytics — Key Phrase Extraction, Language Detection,
Sentiment Analysis

Face — Detection, Verification, and Emotion

Computer Vision — Text Recognition, custom vision module
allows to finds whatever you train it to find

Azure Machine Learning at the Edge

Export AML models to run a Edge modules

Azure Cloud

Custom
Vision Service

Visual Studio
Code

% Azure Container
Registery

Image Classifier

cameraCapture

cameraCapture

Ml

Image Classifier



https://docs.microsoft.com/ru-ru/azure/cognitive-services/anomaly-detector/anomaly-detector-container-howto
https://docs.microsoft.com/ru-ru/azure/cognitive-services/computer-vision/computer-vision-how-to-install-containers
https://docs.microsoft.com/ru-ru/azure/cognitive-services/computer-vision/spatial-analysis-container
https://docs.microsoft.com/ru-ru/azure/cognitive-services/face/face-how-to-install-containers
https://docs.microsoft.com/ru-ru/azure/cognitive-services/form-recognizer/form-recognizer-container-howto
https://docs.microsoft.com/ru-ru/azure/cognitive-services/luis/luis-container-howto
https://docs.microsoft.com/ru-ru/azure/cognitive-services/text-analytics/how-tos/text-analytics-how-to-install-containers

Deploy to
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Develop Branch

Azure loT SDK for developing modules, which provide:

o . . Commit
Protocol and messaging support Continos neqration

. Security for module (identification and @ pull Request
authentication) loT Edge Device

. Module twin support

Develop and debug in your favorite language (C#
released, C, Python, Java and Node.JS coming soon)

Build container with your code and host in a container
repo (e.g. Docker Hub or Azure Container Registry)



NMHctpymeHTbl C1/CD pna Azure loT Edge

Azure |loT Edge
for Visual Studio 2019

* Develop and debug C# and C modules

* Browse and integrate modules from
Marketplace

* Manage Azure loT resources with Ul

* Advanced support for Windows
containers

aka.ms/azure-iot-edge-vs

Azure loT Edge
for Visual Studio Code

Support C#, Node.js, Python, C and Java modules
Support Azure Functions, Azure Stream Analytics,
Azure Machine Learning .
Browse and integrate modules from Marketplace -
Manage Azure loT resources with Ul

Develop and debug on Windows, Linux and macOS

aka.ms/azure-iot-edge-vscode

iotedgedev CLI

Support C#, Node.js, Python, C and Java
modules and Azure Functions

Provide both native CLI and CLI in container
Integrated with az-cli for resource
management

aka.ms/azure-iot-edge-cli



lpenmyLyecTBa:

* YHudwukaumsa npouecca paspaboTku ansg KomaHgbl, paboTtalwwen Hag pasnnyHbiMyU CErMeHTaMn Koaa

* lcnonb3oBaHue ogHUX pipelines onga TecTMpoBaHnsa 0bnadyHon MHPPaCTPYKTYPbl N YCTPOWCTB

» bBoicTpasa n adpdpekTneHaga cbopka, TeECTUpPOBaHME 1 NybnmMkaumsa NpunoXeHuin Ha 6ase KOHTENHEPOB

« bonee npocToe TecTupoBaHue n pasBepTtbiBaHne 0T Edge-ycTponCcTB, a TakXXe MacluTabnpoBaHue peweHus
« BepeHune yyeta cO0OpOK 1 pennsos

« [lepexop peleHnsa oT N1oTa B peannsaunio 3a KOPOTKUIA CPOK



MHcTpymeHTbl loT Edge pana CI1/CD

Azure loT Edge tasks in Azure loT Edge iotedgedev CLI with
Azure Pipelines Jenkins Plugin Custom CI/CD system
(Travis Cl, Circle Cl, etc.)

aka.ms/azure-iot-edge-devops aka.ms/azure-iot-edge-jenkins aka.ms/azure-iot-edge-cli



loT Edge CI/CD Pipelines

Image Management

/ Image \

Repository (ACR,
Docker Hub, etc)

Module 1::V1
Module 1::V2
Module 1::V3
Module 2::V1
Module 2::V2

Module 2::vV4

v
-

C1/CD (images)

Configuration Management

/ Artifact Hub \

Manifest

Deployment Config (v1)
. Modulel::vl
. Module2::v1

Manifest

Deployment Config (v1)
. Module1::v2
. Module2::v2

W ETIE

Deployment Config (v1)
. Modulel::v3
$ Module2::v2

\- Module3::v1 )

|

ClI/CD/RM

(Configuration)

Release Management

Deployment Ring A labels

Module 1::V1 | Module 2::V1
Edge Runtime )

/ \
Deployment Ring B
Module 1::V2 || Module 2::V2

Module 1::V2 | Module 2:V2
\ Edge Runtime

Ring:a
Version:1

labels

Ring:b
Version:1

labels

Deployment Ring C

Ring:c
Version:3

Module 1::V3 Module 2::V2

Edge Runtime




Implement CI/CD for loT Edge

Pa6oTa c cepsucamm: MNnaH pa6or:

« Azure Container Registry — cnyx6a Docker registry gns .
XpaHeHua onybnnkosaHHbIX moaynen loT Edge.

* Azure loT Hub Device Provisioning Service — obecneunBaet

be3onacHyo .
aBTOMaTUYECKYHO NOAroToBKy loT-yCcTPOMNCTB.

* Azure loT Hub - cepsuc, KoTopbI N03BONSET 6e30NacHO NOAKNYaTh,
KOHTPONMMpPOBaTh 1 ynpaBnatb loT-ycTponcTBamu. .

* Azure Pipelines — cepBuc aBTomaTnsaunm cbopok n pa3BepTbiBaHUMN.

Co3pgaHune pecypcos Azure.

Hactpounka cnyxbbl Azure DevOps.
HacTpownka HenpepbIBHOW MHTErpaLnn.
CospaHue pipeline c nomouibo smoky-test.

[lobaBneHne NHTerpaumnoHHbIX TECTOB B pipeline.

Implement CI/CD for loT Edge

54 min « Module « 8 Units
% % % % % 4.8 (300)

Intermediate Al Edge Engineer  loT Edge

"Produced in partnership with the University of Oxford
— Ajit Jaokar


https://docs.microsoft.com/en-us/learn/modules/implement-cicd-iot-edge/
https://www.conted.ox.ac.uk/courses/artificial-intelligence-cloud-and-edge-implementations

SCADA-peweHus cerogHs

SMS/email alert

Well site
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Replaying pump readings
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Well site @ Azure loT Edge
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