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C6op n aHanu3 noroe Kubernetes

[ Node System Logs

[ K8s Cluster Events

[ Container StdOut & Err
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Filter / Buffer / Route
4 Match all v of the following filters

X Kkubernetes__container_.. v contains v mysal %e-8pp

X kubernetes__namespac... contains vke-app

X kubernetes__pod_name contains v vke-app-8769bf494-vex2c

X bosh_deployment contains service-instance_7a04365-1d6b-41f7-9254-d92005faae13
X bosh_id contains v 622348b6-bea2-46c1-9ecf-b2924d8001c1
*+A bosh

Eve bosh_deployment
_l bosh_id
bosh_index
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vm Log Insight

General - Overview

General - Problems

General - Performance
General - Licensing

General - Inventory
Security - Auditing

Security - Authentication
vCenter Server - Overview
vCenter Server - Events
vCenter Server - Tasks
vCenter Server - Alarms
vCenter Server - Reconfigur
vCenter Server - Performance
vSphere - Overview
vSphere - DRS

vSphere - HA / FDM
vSphere - vMotion

vSphere - Network

vSphere - Replication
vSphere - Kubernetes
Storage - Overview

Storage - SCSI Latency / Err.
Storage - SCSI Sense Codes
Storage - VSAN [/ VVOL
Storage - NFS

Virtual Machine - Overview

Wirtual Machine - Snapshots

C6op n aHanu3 noroe Kubernetes

Adminis

¥ hostname N contains W

+ ADD FILTER X CLEAR ALL FILTERS

Overall events grouped by names Overall event grouped by vc_event_severity

“ns nermal, 1019

5k warning, 1
W nermal, el
10k
20k
=
M - Mar 27 Mar 29
Overall event grouped by vc_event_component Overall events grouped by component, reason
Limited to top 25 results nsx-container-ncp, .-
' ont... 1 image-controller, s...
- . \'.‘- W imag ntroller. i
g'_" jo . controller \ -
:;)' — kubelet g kubelet, failed
elmyc-mio.eng.vmware.com member-controller kubelet, pulling
| nsx-container-ncp
r project-controller -
o 20 aok 0k a0 registry-controller  + W kubelet, created h
Count of created container events Overall started container events Overall failed to start container events
100 100
-samplen..
-samplen..
50 50 -samplen..
458 samplen
-samplen...
samplen..
’ _._ 2 ap o -__ T -samplen..
Mar 26 =1 25 - Marze Har 2s samplen.. ¥
Count of created pods Events with Unhealty value of vc_event_reason

479 57
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MachineDeponment

CIuster API Cluster

VM
Operator

Guest VM
Clusters Operator

Guest

Supervisor Cluster Clusters

Supervisor Cluster

ESXi Cluster, NSX, Storage




Flow Type

Group By
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All Allowed Flows
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Kubernetes Service
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Kubernetes Networking



High-Level Architecture

vmware-’

vRealize® Network Insight™

From PKS/ Kubernete®
r

From NSX-T

Objects — Cluster, Namespace, Service, Pods, Nodes
Watch

Events / Metrics

Logical Switches and their detailed information

Logical Routers (TO and T1) and their detailed information
Router and switch ports and their detailed information
Associated IP Blocks

NSX Groups and their members

Associated DFW rules with NSX Groups

Associated Load balancers

TX/RX Counters

IPFIX — traffic flow records
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Plan Security

Kubernetes Cluster prod-cluster

) Last 7days W

Micro-Segments
Group By Flow Type
Kubernetes Service W All Allowed Flows W
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Export Rules as

YAML

Maximize
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: networking.k8s.io/v1

: NetworkPc¢ | : networking.k8s.io/v1
. { : NetworkPolicy
£ S¢ S LDe - CEWOEE oL TGy °d : networking.k8s.io/v1l
) : NetworkPolicy
s { : network-policy-src-metrics-server-kube-system-Others_Physical-tcp,
: kube-system}

: TCP}
: 10.100.200.1/32}
: TCP}

: 192.168.115.1/32}

{
{
{
{
{
{
{
{
{
{
{

: : metrics-server-Others_Physical}
: [Egress]
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